


 

 

 

Annexure-I 

Draft ER - Carrier Grade NAT (CGNAT) Equipment 

Scope: This ER covers all types of CGNAT Equipment 

Definition: Any network device that performs large-scale Network Address 

Translation (NAT), IP address management, and IPv6 transition functions can be 

tested as per these CGNAT parameters. 

1. Variant 1: Carrier Grade NAT Equipment  
 

1.1 Parameters Linked with Product Variant: 

S.No. Parameter Name Standard Name (Name of 
Standard RFC/ Functional Test) 

1.1.1 Conducted And Radiated Emission - 
Class A 

TEC EMI EMC Standard CISPR 32   
EN55032. Annex-B 

1.1.2 Immunity to AC Voltage Dips and Short 
Interruptions 

TEC EMI EMC Standard 
EN/IEC:61000-4-11. Annex-B 

1.1.3 Immunity to DC Voltage Dips and Short 
Interruptions 

EN/IEC:61000-4-29. Annex-B 

1.1.4 Immunity to Electrostatic Discharge TEC EMI EMC Standard 
EN/IEC:61000-4-2. Annex-B 

1.1.5 Immunity to Fast Transients (Burst) TEC EMI EMC Standard 
EN/IEC:61000-4-4. Annex-B 

1.1.6 Immunity to Radiated RF TEC EMI EMC Standard 
EN/IEC:61000-4-3. Annex-B 

1.1.7 Immunity to RF Field Induced Conducted 
Disturbance 

TEC EMI EMC Standard 
EN/IEC:61000-4-6. Annex-B 

1.1.8 Immunity to Surges TEC EMI EMC Standard 
EN/IEC:61000-4-5. Annex-B 

1.1.9 IT Equipment Safety IS 13252-1 or IEC:60950-1 or IEC 
62368-1. Annex-A1 

1.1.10 IPv4 Parameters Set-D RFC 791. Annex-P11 

1.1.11 IPv6 Parameters 
RFC 8200, 4861, 4862, 8201, 4443   
Annex-P11 

1.1.12 Manageability SNMP V2 or V3  
RFC 3416 or RFC 3410. 
Functional Test No 38 or 39 

1.1.13 NAT Functional test 
   Annex-P11, Functional Test No. 17 

& 18  

1.1.14 NAT44 Functionality     Functional Test No. 1 

1.1.15 Deterministic NAT    Functional Test No. 2 



 

 

1.1.16 Port Block Allocation     Functional Test No. 3 

1.1.17 DS-Lite Functionality    Functional Test No. 4 

 

 
 
 

 



 

 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 

 
 

  Functional Test No. 1  

Parameter Name NAT44 Functionality Requirement The CGN equipment should have NAT44 functionality 

Objective Verify NAT44 Functionality 
Topology 

                            
Pre-Test Conditions 

1. Power on the DUT.  
2. Configure two client networks that connects to DUT 
3. Configure Server and connects to DUT egress interface  

Test Procedure Expected Results 
1. Configure pool-based Source NAT (NAT44) on the DUT 
with the desired pool of IP addresses. 
2. Initiate traffic sessions from Client1 and Client2 to the 
target server. 
3. Verify the NAT mappings created for each session, 
ensuring source IP addresses are translated as per the 
configured NAT pool. 

 
 

1.  Ensure the device successfully translates source 
IPs using the specified NAT pool. 

2. Logs from the client side and server side should 
clearly indicate the original source IPs from the 
clients. 

3. The NAT-translated IPs on the server side 
should be as per the configured NAT pool. 
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Client2 
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  Functional Test No. 2 

Parameter 
Name 

Deterministic NAT  
 

Requiremen
t 

The CGN equipment should have Deterministic NAT 

Objective Verify Deterministic NAT Functionality  
Topology 

                            
Pre-Test Conditions 

1. Power on the DUT.  
2. Configure two client networks that connects to DUT 
3. Configure Server and connects to DUT egress interface  

Test Procedure Expected Results 

1. Assign Client1 and Client2 specific deterministic 
NAT IP addresses on the DUT. 
2. Initiate traffic sessions from Client1 and Client2 to 
the target Server. 
3. Check the NAT mappings for each session. 
Confirm that the source IP addresses of Client1 and 
Client2 are translated to their respective NAT IPs. 
4. Disable the deterministic NAT mapping for Client2 
on the DUT. 
5. Verify Client1 traffic is still NATed using its 
assigned NAT IP. 
6. Verify Client2 traffic reaches the server without 
NAT. 

1.  Ensure the device successfully translates 
source IPs using the specified deterministic 
NAT IP. 

2. Logs from the client side and server side 
should clearly indicate the original source 
IPs from the clients and the NAT-translated 
IPs on the server side as per the configured 
deterministic NAT IP. 

3. Ensure after disabling Deterministic NAT for 
client2 the traffic from client2 should not be 
NATed. 

 

  Functional Test No. 3 

Parameter 
Name 

Port Block Allocation Requireme
n
t 

The CGN equipment shall have PBA 

functionality 

Objective Verify Port Block Allocation Functionality in the CGNAT  
Topology 

 
Pre-Test Conditions 

1. Power on the DUT.  
2. Configure two client networks that connect to DUT. 
3. Configure Server and connects to DUT egress interface  

Test Procedure Expected Results 

1. Configure NAT on the device. 

2. Assign a specific port block(range) to the NAT 

address. 

3. Test the setup by sending different types of 

traffic, such as HTTP or SSH, from the client 

to server to verify that the traffic is being 

1. Ensure the device successfully translates 
source IPs using the specified NAT IP. 

2. Logs from the client side and server side 
should clearly indicate: 
 The original source IPs from the clients. 
 The NAT-translated IPs on the server 

Client1 

Client2 

DUT Server 

Client DUT Server 



 

 

NATed using the allocated port block(range). 

4. Monitor the logs to validate and analyse the 

NAT functionality 

side as per the configured port 
block(range) with NAT. 

 

 

  Functional Test No. 4 

Parameter 
Name 

DS-Lite 
Functionality 

Requiremen
t 

The CGN equipment should have DS-Lite 

functionality with logging 

Objective To verify that the DSLite functionality on the DUT 
Topology 

                            
Pre-Test Conditions 

1. Configure DUT with CGN configuration. If DUT is with Firewall + CGN then configure security zones 
and policies  

2. Configure Server and connects to DUT egress interface 
3. Configure DSLite config – Software Concentrator, source type and pool 
3. Configure NTP and security logging. 

Test Procedure Expected Results 

1.   Initiate traffic by sending IPv4 packets 
encapsulated within IPv6 from the client to server. 
2.    Verify whether the DUT process the encapsulated 
packet or not.   
3. Check the flow session for the NAT process  
4. verify that the NAT mapping is created and the NAT 
pool is being used appropriately. 
4. Stop the traffic and clear NAT mappings at DUT 
5. Ensure that logs are generated for the creation and 
deletion of the NAT mappings 
 

1. Monitor the ingress interface of DUT to ensure 
that traffic is properly being received  
2. As per DS-Lite configuration DUT should process 
the encapsulated traffic correctly and strip the IPv6 
header then extract the IPv4 packet for further 
processing 
3.  DS-Lite processed and Flow should be seen  
4. The DUT should correctly translate the private 
IPv4 Address to a public  IPv4 Address according to 
the NAT rule. 
5. Flow session created. NAT mapping summary 
and pool usage should match no of sessions 
6.Once traffic is stopped, no NAT mappings or 
sessions should remain visible in the DUT 
7. Logs should be generated for both the creation 
and deletion of NAT mappings, as well as for any 
relevant system events. 
 
 

 

 

Interfaces: Inputs may be given for various types interfaces applicable to this Equipment. 
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ANNEXURE-II   

Comments on draft for new Standard for Essential Requirements (ER) of 

"Carrier Grade NAT Equipment"  

Name of Manufacturer/Stakeholder:   

Organization:   

Contact details:   

TABLE-A: Inputs/ Comments on the technical test parameters for the Carrier Grade NAT 

Equipment 

Clause No./ Sr. No. Technical 

Parameter Name 

Description 

Comments Justification/ 

Remarks 

    

    

    

    

 

TABLE-B: Inputs/ Comments for the Suggested Applicable Interfaces for the Carrier Grade NAT 

Equipment 

Sr. No. Interface Name 

  

  

  

 


